NudopmanuonHas naMaTKAa A5 00y YA IUXCS

C KaXIbIM TOJOM MOJIOJIC)KH B WHTEPHETE CTAHOBHUTHCS OOJIBINE, a IMIKOJIBHUKUA OJTHHU W3
CaMbIX AaKTHBHBIX IOJb30BaTened PyHera. Mexay TeM, NOMUMO OrPOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, MHTEPHET HECET W MpOoOJeMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJUTKLCS B CETH.

Komnviomepuvie supycul

KommnbroTepHslil BUPYyC — 3TO pPa3sHOBUIAHOCTb KOMIIBIOTEPHBIX IPOTPAMM, OTIUYHUTEIIBHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIOCOOHOCTh K Pa3MHOKEHHIO. B J10M0JIHEHNE K 3TOMY, BUPYCHI
MOTYT TOBPEAWTh WJIH TIOJHOCTBIO YHHUYTOXHUTH BCE (ailil W JaHHBIE, TOAKOHTPOJIbHBIC
MI0JIb30BATENI0, OT UMEHHU KOTOPOro OblLIa 3amyllieHa 3apaXEHHas IporpaMMa, a TakKe MMOBPEIUTh
WINA JaXKe YHHYTOXHTH ONEPAIMOHHYIO CHCTEMY CO BcemH (haiimamu B menoM. B GonmbpmimHCTBeE
CIIy4aeB pacIpOCTPaHAIOTCS BUPYCHI UepE3 UHTEPHET.

MeTobl 3aIIUTEI OT BPEAOHOCHBIX IIPOTPAMM:

1. Hcnonwp3yil coBpeMEHHbIE ONEPALMOHHBIE CUCTEMbI, MMEIOLIUE CEPhE3HBIN YpOBEHb
3aIUTHI OT BPEJOHOCHBIX NIPOrpamm;

2. TlocrossHHO ycTaHaBnMBal madTd (UM(POBBIE 3aIIaTKH, KOTOPHIE aBTOMATHYECKH
YCTAHABJIMBAIOTCS C LEJNbI0 JOPAaOTKH HpOrpamMMbl) M Jpyrue OOHOBJIEHHUS CBOEH
omepanroHHoN cuctembl. CkaunBail MX TOJBKO C O(QUIMAIBHOTO caiTa pa3padoTyuka
OC. Ecnu cymiecTByeT pexHM aBTOMAaTHYE€CKOT0 OOHOBJICHUS, BKIIIOYH €T0;

3. Paloraii Ha cBOeM KOMITBIOTEPE TIOJ] TPaBaMU TOJIH30BATEINS, & HE aIMUHICTPATOpa. DTO
HE TO03BOJUT OOJBIIMHCTBY BpPEIOHOCHBIX MPOTPaMM HHCTAJUIUPOBATHCS HA TBOEM
MepPCOHAIBLHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTHBMPYCHBIE NPOTPaMMHBIE MPOAYKTHl M3BECTHBIX MPOU3BOJIUTENEH, C
aBTOMAaTHYSCKHUM OOHOBJICHHEM 0as3;

5. Orpanuub GU3NUECKUN TOCTYI K KOMIBIOTEPY JIs1 HOCTOPOHHUX JIULL;

6. Hcmonp3yii BHeIIHME HOCUTENW WH(POpPMAINH, TaKue Kak QIienka, TUCK Wik (aiin u3
UHTEPHETA, TOJIBKO U3 MPO(EePEHHBIX HICTOUHUKOB,

7. He oTkpbiBaif KOMITbIOTEpPHBIE (PAIITBI, TOTyY€HHBIE U3 HEHAAEKHBIX HCTOYHUKOB. J{axe
Te (ailsibl, KOTOpBIE TMPHUCIIAT TBOM 3HAKOMBIH. JIy4Ile yTouHH y HEero, OTIpaBIIsy JIU OH
Tebe ux.

Cemu WI-FI

Wi-Fi - 5T0 He BHJ nepeaauu JaHHBIX, HE TEXHOJIOIHS, a BCEro JIHIIbL OpeH 1, Mapka. Emie B
1991 romy Huzmepnanjackas KommaHus 3apeructpuponana OpeHn «WECA», uro o0o3Hauano
cnoBocodetanue «Wireless Fidelity», KOTopbIit IEpeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTHY.

Jlo Hamiero BpeMEHH [oluia apyras ab0OpeBuatypa, KOTopas SBISICTCS TaKOW ke
TexHojoruei. Ito abopeBuarypa «Wi-Fi». Takoe Ha3BaHWE OBLIO TaHO C HAMEKOM Ha CTaHIApT
BBICIINH 3BYyKOBO# TexHuKH Hi-Fi, uTo B epeBoie 03HAYaET «BBICOKAsI TOUHOCTDY.

Jla, OecrnaTHBI WHTEPHET-AOCTYN B Kade, OTENsIX U a’dporoprax SBISETCS OTIMYHOM
BO3MOXKHOCTBIO BBIXOJ[a B UHTEpHET. HO MHOTHE 3KCHEPThI CYMTAIOT, 4TO o0IIeaocTymnHbie Wi-Fi
CETH HE SIBIISIOTCS OE30MaCHBIMH.

CoBeTsl 110 6e30MacHOCTH paboTe B 00MIeA0CTYHBIX ceTsax Wi-fi:
1. He nepenasaii cBoro muuHyt0 nHGopManuio yepe3 odmmenoctynusie Wi-Fi cetn. PaboTas
B HHX, JKEJIATCJIIbHO HE BBOJMTD MAPOJIU JIOCTYIIA, IOTUHBI  KAKKE-TO HOMEPa,


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

2. Hcnonb3yih 1 OOHOBIAM aHTHBHPYCHBIE MpOrpamMMmbl U OpaHaMayep. TeM caMbIM Tbl
o0e3omnacuib ceds OT 3aKaYKU BHpPYyCa Ha TBOE YCTPOICTBO;

3. Ilpu wucnonwszoBanuu Wi-Fi orkmoun ¢yaknuo «OOmmidi moctyn k  (daitiam u
npunTepam». Jlannas (QyHKOMsS 3aKphITa 10  YMOJNYAHHWIO, OJHAKO HEKOTOpHIE
MOJIb30BATENIM aKTUBUPYIOT €€ JIsl y100CTBa MCIIONIb30BaHUsI B paboTe Win y4yebe;

4. He ucnons3yii myoamansiid WI-FI aiist nepenaun TMUHBIX JAHHBIX, HAIPUMEP IJIs1 BBIXO/1a
B COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO TIOUTY;

5. Hmnonsw3yii Tonbko 3ammiiennoe coeauaenue yepes HTTPS, a ue HTTP, T.e. mpu mHabope
BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOunbpHOM Tenedone otkimoun GyHkuio «llonkmoyenne k Wi-Fi aBTomatudeckuy.
He nmomyckaii aBTOMaTH4eckoro MojAKIIOUeHUs: ycTpoiictBa k ceTsiMm Wi-Fi 6e3 TBoero
corjiacus.

COL!MCl]leble cemu

COIII/IaJ'IbHI)IG CCTU aKTHMBHO BXOAAT B HAlly XM3Hb, MHOTHC JIIOAU pa60Ta10T " XXUBYT TaM
MOCTOSIHHO, a B Facebook y»xe 3apeructpupoBaH MUIUIHAP]] YETIOBEK, YTO SIBISETCS OJHON CeIbMOM
BceX JKUTeJIeH I1aHeTsl. MHOTrHe IToJIb30BaTeIN He IIOHUMAIOT, 4TO I/IH(i)OPMElIII/IS[, pasMCIICHHAasA UMU
B COIMAJBHBIX CETSAX, MOXKET ObITh HalilecHa M HCHOJb30BaHA KEM YroJHO, B TOM YHCJIE HE
00s13aTeNBHO ¢ OJIaTMMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO O€30MAaCHOCTH B COIMATBHBIX CETAX:

1. Orpanuyb CIIUCOK Jpy3eil. Y Te0s B IpY3bsiX HE JOHKHO OBITh CIIyYalHBIX U HE3HAKOMBIX
JTIO/IEH;

2. 3ammiai CBOIO 4acTHYIO KW3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXICHHSI W APYTYIO JUYHYIO MHPOPMAIHIO. 3J0YMBIIIJIEHHUKHA MOTYT HCIIOJIb30BaTh
nake HHOPMAIIMIO O TOM, KaK Thl U TBOU POJUTENN TUTAHUPYETE MPOBECTH KAHUKYJIHI,

3. 3ammimai CBOIO peIyTaIlio - JICPXKH €€ B YHCTOTE U 337aBail ce0e BOMPOC: XOTel ObI ThI,
4TOOBI APYrye MOIB30BATEH BHJICIH, YTO ThI 3arpyxaeiib? [logymaii, mpexie yem urto-
TO OIyOJINKOBATh, HATTUCATh U 3aTPY3HTh;

4. Ecnuu Tl TOBOPHIIE C JTFOJbMHU, KOTOPHIX HE 3HACIIb, HE HCIIONB3yl CBOE PEANTbHOE UMS U
JIPYTYIO JIMYHYIO HH()OPMAITUN: UMSI, MECTO KHUTEJIHCTBA, MECTO YUI€OBI U TIpOYEE;

5. WsbGeraii pasmemienus potorpaduii B UuTepHeTe, rae Thl H300pakeH Ha MECTHOCTH, IO
KOTOPOI MOXKHO OIPENeTUTh TBOE MECTOIOJIOKEHHUE;

6. Ilpum perucrpamuu B COIMAIBHON CETH HEOOXOTUMO HCIOJB30BaTh CIIOXKHBIE MApOIH,
cocTosimue u3 OykB v PP U ¢ KOJTUIECTBOM 3HAKOB HE MEHeEe §;

7. Jns couManbHOM CETH, MOYTHl U APYTUX CAMTOB HEOOXOJUMO HCIOJIB30BATH pa3HbIC
naponu. Toraa eciu Te0sl B3IOMAIOT, TO 3J0YMBIIUIEHHUKH TMOJIYYaT JOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

OnexmpornHvle OeHveu

DJEeKTPOHHBIE JEHBI'M — 3TO OYEHb YAOOHBIM CHOCO0 TIaTeXel, OIHAKO CYHIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTSAT MOJYYUTh ITH JE€HBIU.

DONEeKTPOHHBIE JCHBIU MOSBHWJIMNCH COBCEM HENABHO M HMMEHHO H3-3a 3TOT0 BO MHOTHX
rocyaapcTBax /10 CUX IOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (PyHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, € UX Pa3leistoT Ha
HECKOJIbKO BHUJIOB — aHOHMMHBIE U HE aHOHMMHbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaeTcs IPOBOIUTH ONEpalny 0e3 HASHTH()UKALINY MTOJIb30BATENs, & B HEAHOHMMHBIX
UACHTU(DUKAIIUY TT0TH30BATENs SBISETCS 0053aTEIbHOM.
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Taxoke ciemyeT pas3nuyaTh JJIEKTPOHHBIE (HUATHBIE OEHBIU (PaBHBI TOCYIApCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIC He(UaTHBIE AEHBI'H (HE PaBHBI TOCYJaPCTBEHHBIM BAJIIOTAM).

OCHOBHBIE COBETHI 110 OE30I1aCHOI pa60Te C JJICKTPOHHBIMU ACHbBIaMU:

1.

4.

[MpuBsku K cuety MOOMIBHBIA TenedoH. DTO camblil yqoOHBIH M OBICTPBIA CIIOCOO
BOCCTAaHOBUTH JIOCTYN K cyeTy. [IpuBs3aHHbIN TeaedoH MOMOXKET, eclid 3a0yAellb CBOM
IJIATEKHBIM [TapOJIb WM 3aiI€Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

Hcnonwsyit oqnopasoseie maponu. [locie nmepexoja Ha YCHICGHHYIO aBTOPHU3alLUIO Tebe
y’Ke He Oy/IeT yrpoKaTh ONIACHOCTb Kpa)Ku WM IepexBaTa IUIaTeKHOI0 apois;

Bri6epu cioxubiit napons. [Ipectynaukam OyaeT He IPOCTO YraaaTh CIOXKHBINA MapOJb.
Hanexxuble maposin — 3T0 mapoiu, KOTOpbIE COEPKAT HE MEHEE 8 3HAKOB M BKIIIOYAIOT
B ce0sl CTPOUYHBIC U MPOMHUCHBIE OYKBBI, HIU(PPHI U HECKOIBKO CUMBOJIOB, TAKHE KaK 3HAK
nosuiapa, pyHTa, BOCKIMIATEIbHbIN 3HaK | T.11. Hanmpumep, $tROng!;;

He BBOM cBOM JIMYHBIE JaHHBIE HA CATaX, KOTOPHIM HE JI0BEPSECIb.

3]l€Kmp0HHa}l nodyma

ONEKTPOHHAs MOYTa — 3TO TEXHOJIOTUS U IPENOCTABIISIEMBIE €10 YCIYTH IO MEPEChUIKE U
MIOJIYYEHUIO AIEKTPOHHBIX COOOIIEHUH, KOTOPBIE pacIpeeIioTCs B KOMIbIOTEpPHOU ceTn. OOBIYHO
3JIEKTPOHHBIN NOYTOBBIN SIIUK BBITJISIIUT CIIETYIOUIMM 00pa3oM: UMsI_OJIb30BATEISI(@HUMS_OMEHA.
Takxe KpoMe nepejauu MpocToro TeKCTa, UMEETCSl BO3MOYKHOCTD NIEpeIaBaTh (aibl.

OCHOBHBIE COBETHI 110 0€30TaCHOM padoTe C ANEKTPOHHON MTOUTOM:

1.

Hano BbIOpaTh MpaBUIIBHBIN MMOYTOBBIA cepBUC. B MHTEpHETE €CTh OrPOMHBIN BBIOOD
OecrulaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIy4llle JOBEPSATh TEM, KOrO 3HAellb U KTO
IIEPBBI B PEUTHHTIE;

He ykaspiBail B nuuHOM moure nuuHyro uHpopmanuio. Hampumep, mydiie BbIOpaTh
«MY3BIKaJIbHBIN _(hanaT@» unu «pok2013» BMecTo «remal3y;

Hcnonp3yil ABYX3TanHYIO0 aBTOPHU3ALMIO. DTO KOTJa MOMUMO MapoJisi HY>KHO BBOJUTH
KOJI, MpUcChUIaeMblii mo SMS;

Bri6epu cnoxHbIil maposb. [ KaXXI0TO TOYTOBOTO SAIMIMKA JOJDKEH OBITh CBOM
HaJICKHBIH, YCTOMYUBBIN K B3JIOMY I1apOJIb;

Ecnu ecTh BO3MOXXHOCTh HAamUCaTh CaMOMY CBOW JIMYHBIM BOMPOC, UCIOIB3YH 3Ty
BO3MOYKHOCTB;

Hcnonb3yil HECKOJBKO MOYTOBBIX SIIMKOB. IlepBbId i 4acTHOM MEPENnucKu C
azpecaTaMy, KOTOPBIM Thl IOBEPSIEIIb. JTO AJIEKTPOHHBIN apec HE HAJ0 UCIOIb30BaTh
IpU perucTpanuu Ha GopyMmax U cairax;

He otkpriBaii (haiiinbl U Apyrue BIOKEHUS B MUChMAX Ja)KEe €CIIM OHU MPHIUIA OT TBOUX
npy3eit. Jlydie yTouyHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (aiiibl;

[Tocne okoH4uaHus pabOTHI Ha MOYTOBOM CEPBUCE MEPET 3aKPHITUEM BKJIA/IKHU C CATOM He
3a0y1p HAXKaTh Ha «BBIATIY.

Kubepoynnune unu eupmyanvruoe uzoesamenbcmeo

KubepOynnuHr — mpecinegoBanue cOOOUICHUSIMH, COACPKAIIUMU OCKOPOJICHHSI, arpecCHIo,
3amyruBaHue; XYJIUTAHCTBO, COIMAJIbHOE OOWKOTHPOBAHUE C TMOMOIIBIO PA3JIMYHBIX HHTEPHET-

CCPBHUCOB.


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

OcHOBHBIE COBETHI IO OOPBOE ¢ KHOEPOYILITUHTOM:

1.

N

He 6pocaiics B 601, JIyummii cioco0: OCOBETOBAThCS KaK ce0sl BECTH U, €CJIH HET TOTO,
K KOMY MOXHO OOpaTHTBhCS, TO BHayalle YCIIOKOWUThCSA. EciiM Thl HayHEUIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO €I1e OOJIbIIe pa30xoKelb KOH(DIUKT;
VYnpasinsii cBoell kubeppemnyranuei;

AHOHMMHOCTh B ceTd MHHMasg. CyllecTBYIOT CMOCOObI BBIICHHUTb, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

He crout Bectu Xynuranckuii oOpa3 BUPTyalbHOH ku3HHU. VIHTEpHET (QUKCHUPYET Bce
TBOU JICHCTBUA U COXPAHSICT UX. Y AAJIUTh UX OyAET KpailHe 3aTPyIHUTEIHHO;

Cobmronaii cBOI BUPTYalIbHYIO YECTh CMOJIONY;

Urnopupyit enunuunbiii HeratuB. OJTHOPa30BbIE OCKOPOUTENbHBIE COOOILIEHUS JIyYllle
urHopupoBaTb. OOBIUHO arpeccust MpeKpallaeTcs: Ha Ha4yaJIbHOW CTaluy;

Bban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHHSIMH, B COIMATIBHBIX
CETSIX €CTh BO3MOKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C OMpeIeICHHBIX aIpecoB;
Ecniu  Tel cBugerens kuOepOymiumHra. TBou  JEHCTBUS:  BBICTYNUTh MPOTHB
Ipeciie0BaTes, I0Ka3aTh EMY, UTO €ro IEHCTBUS OLIEHUBAIOTCS HEFaTUBHO, OIEPKATh
KEPTBY, KOTOPOIl HY)XHa ICHUXOJOTHYecKas MOMOIlb, COOOIIUTh B3pOCIBIM O (hakTe
arpecCUBHOIO IOBEJEHUS B CETH.

Mobunvuoeiii menegon

COBpeMeHHLIe CMapT(I)OHBI U IJIAaHIICTBI COACPIKAT B ceOe BIOJIHE B3POCHLII>’I (I)YHKI_II/IOHELH, u
TCIIEPb OHU MOI'YT KOHKYPHPOBATb CO CTAIMOHAPHBIMU KOMIIBIOTCPAMU. OJIHaKO, CpCACTB 3alllMThL
JJIsL HO)IO6HBIX YCTPOﬁCTB IIOKa O4YCHb MaJlo. TCCTI/IpOBaHI/Ie n IIOHUCK ySI3BPIMOCTCI71 B HHX
MPOUCXOJUT HE TaK HHTCHCUBHO, KaK JJIA HK, TO K€ CaMO€ KacaeTcsd U MOOMIIbLHEIX HpI/IJ'IO)KeHI/II\/'I.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ MPaKTUYECKH OTHAJIM HACTOJBHBIC aHAJIOTH,
OJTHAKO pacliupeHrue (yHKIMOHATA BIEYeT 3a COo0O0W OOJBIIYI0 CIIOKHOCTh M MEHBIIYIO
3aIIHIIEHHOCTb.

Jlanexo He BCE MPOM3BOAMTENN BBHIMYCKAIOT OOHOBIICHHUS, 3aKPBIBAIONIUE KPUTHUYECCKHE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JIJIs1 6€30MacCHOCTH MOOUIBLHOTO Telne(oHa:

1.

ok w

~

Huuero He siBisieTcs mo-HacTosmeMy OecniaTHbIM. byap ocTopoxeH, Beib Korjga tede
NpeUIaraloT OCCIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKpBITBI KaKHe-TO IUIATHbIC
YCIIyTH,;

Hymaii, npexxae uem otrpaButh SMS, ¢poTo i Buaeo. Tl TOUHO 3HACIIb, A€ OHU OyIyT
B KOHEYHOM HTOTE?

Heo6x01uMo 0OHOBIISATE ONEPATMOHHYIO CUCTEMY TBOETO CMapT(HOHA;

Hcnonb3yil aHTUBUPYCHBIE TPOrPaMMBI 1711 MOOMIIBHBIX TEJIE(DOHOB;

He 3arpyxail mpuioeHuss OT HEM3BECTHOIO MCTOYHHUKA, BEJb OHU MOIYT COAECPKATh
BPEIOHOCHOE MPOrpaMMHOE 00ecIIeYeHue;

[locne Toro kak THl BBIMJEIIb C CaifTa, e BBOAWI JMYHYIO MH()OpPMALUIO, 3aiiu B
HACTPOWKHU Opay3epa U yaanu cookies;

[Iepunonnuecku npoBepsii Kakue IUIaTHBIE YCIYyIM aKTUBUPOBAHBI HA TBOEM HOMEDE;
JaBaii cBoil HOMep MOOUIIBHOTO Tene(OHa TOJIBKO JIFOJSIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpSICIIb;

Bluetooth nomkeH ObITh BBIKIIOUEH, KOTAA Thl UM HE NoJb3yelibes. He 3a0biBail nHoraa
IIPOBEPATH ITO.
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Online ueput

CoBpeMEHHbBIE  OHJIAMH-WIPBI  — O3TO KPAaCOYHBIC, 3aXBaTHIBAIOLIME  Pa3BIICUYCHMS,
OO0BEIMHSIOMINE COTHU THICAY YEJOBEK IO BCeMy MHUPY. MIpOKM HCCIEAYIOT AaHHBIA UM MHD,
O0IIAI0TCS IPYT C IPYrOM, BBIIOJHSIOT 3aJaHUs, CPAKAIOTCSI ¢ MOHCTPaMM U IOJIy4aloT OIBIT. 3a
YIIOBOJIBCTBUE OHU IUIATAT: MOKYMAOT TUCK, OTIAYMBAIOT A0OHEMEHT WM MPHOOPETAIOT KaKHe-TO
OIILIUH.

Bce atu cpencTBa uayT Ha nojajiep >KaHue U Pa3BUTHE UTPHI, @ TAKKE Ha caMy 0€30MacHOCTh:
COBEPIIECHCTBYIOTCSI CUCTEMbI aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC MAaTud (U(GPOBBIC 3aIUIATKH JJIsI
MIPOrpaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX HUrpax CTOUT OIIaCaTbCA HE CTOJIbKO CBOUX COIICPHUKOB, CKOJIBKO KPaXu TBOCTO
mapoJjs, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpHU3allUN OOIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOET'O UTPOBOTO aKKAyHTA:

1. Ecnu npyroii Urpok BeeT ce0s MI0X0 WM co3AaeT Tede HEMPUATHOCTH, 3a0JI0KUPYH ero
B CIIUCKE UTPOKOB;

[oxamylics aaMMHHCTpPATOpPaM UIPhI HAa IUIOXOE MOBEAECHHUE ITOIO UIPOKA, KEJIATEIBHO
IPUJIOKUTH KaKHE-TO JJOKa3aTelbCTBA B BUJIE CKPUHOB;

He yka3biBail muunyro nHpopmauio B npodaiiie urpsl;

VYBaxkail Ipyrux y4aCTHUKOB I10 UI'PE;

He ycranaBnuBaii HeoumanabHble TaTYH U MOJIBI;

Hcrnons3yit CIOXKHBIE U pa3HbIE MTApPOJIH;

Jlaxxe BO BpemMs WIpbl HE CTOMT OTKJIOUaTh aHTUBUpYC. [loka Thl urpaemb, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

No ok w

Duwiune unu Kpaosica TU4YHbIX OAHHBIX

OOBIYHOM Kpakel eHer U JJOKYMEHTOB CETO/IHS YK€ HUKOro He yauBHfIllb, HO ¢ pa3BUTHEM
MHTEPHET-TEXHOJIOUH 3JI0yMBIIUICHHUKU [IEPEMECTUIINCH B UHTEPHET, U NPOJOJIKAIOT 3aHUMATHCS
«JTFOOMMBIM JIEJIOM.

Tak mosiBHIach HOBasi yrpo3a: WHTEPHET-MONICHHWYECTBA WM (DUINWHT, TJaBHAs IIEIh
KOTOpPOro COCTOUT B IOJTYYCHUU KOH(bI/II[eHI_[I/IaJIbHBIX JaHHBIX MOJIB30BaTEIC — JIOTUHOB U
naposieir. Ha anrmuiickom s3eike phishing yntaercs kak ¢ummuar (ot fishing — preiOHas yoBs,
password — mapouib).

OcHOBHBIE COBETHI IO 6OPHOE ¢ HUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mogo3peBaeliib, 4To TBOSI aHKETa Obljia B3JIOMaHa,
TO HEOOXOIMMO 3a0JI0KMPOBATh €€ U COOOIIUTH aAMUHUCTPATOPaM pecypca 00 3TOM Kak
MOJKHO CKOpee;

2. Hcnonb3yit Ge3omacHbie BeO-CaThl, B TOM YHUCIIC, MHTEPHET-Mara3uHOB U MOUCKOBBIX
CHCTEM;

3. Hcnonp3yil cloxHbIe W pasHble Mapond. TakuMm oOpa3oM, eciu TeOs B3JIOMAloOT, TO
3JI0YMBIIIJIEHHUKHU MTOJy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecau 1ebs B3noMalu, TO HEOOXOJUMO NPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE

no0aBieHbl y TEOS B IPY3bsIX, O TOM, YTO TEOsI B3JIOMaJIH U, BO3MOXKHO, OT TBOEI'O UMEHU

OyZeT pacchlIaThCs CaM U CChUIKU Ha (DUILMHTOBBIE CAMTHI;

VYcranosu HagexHbI napois (PIN) Ha MoOuIbHBIN TenedoH;

OTxITI0YM coXpaHeHue napoJs B Opaysepe;

oo
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7. He oTkpsiBaii ¢aiinbl U Apyrue BIOKEHHUS B MUChMaX J1a)Ke €CJIM OHU MPUIILIN OT TBOUX
npy3eid. Jlydine yTouHu y HUX, OTIIPABIISUTH JIM OHU Te0e 3TH (DaiiIbl.

Lugpposas penymayus

udposas pemyraunusi - 3TO HETaTHUBHAs WJIM MO3WTHBHAasS MH(OpManus B CeTH O Tebe.
Kommpomerupytomass uHpoOpMaius pa3MelieHHass B HHTEpHETE MOXET Cephe3HbIM 00pa3oM
OTpa3UTbCs Ha TBOEW peanbHOU Xu3HU. «L{udpoBas pemyramus» - 3TO TBOH HUMHIK, KOTOPBIH
dbopmupyetcst u3 uHbopmMaluu o Tede B MIHTEPHETE.

TBoe MecTo KHNTCIIBCTBA, y‘Ie6BI, TBOC (I)I/IHaHCOBOC ITIOJIOXXCHUC, 0COOEHHOCTH XapakKTepa u
pacCKasbl O OJM3KHUX — BCE 3TO HAKAIJIMBACTCS B CCTH.

MHorrue TOAPOCTKH JIETKOMBICICHHO OTHOCSTCS K IyOJUKAIMH JIMYHOM WHpOpMaIuu B
HuTtepHeTe, HE MOHUMAas BO3MOKHBIX MOCIEACTBUNA. Thl 1axke HE CMOXKELIb J10TafaThCsl O TOM, 4TO
¢dororpadus, pasMenieHHas S JIeT Ha3all, CTajna IPUIHHON OTKa3a MPUHSTH TeOs Ha padoTy.

KomMmenTapuu, pazmenienue TBoux ¢gororpaduil U Ipyrue IeWCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl UX yJaluiib. Thl He 3Haellb, KTO COXPaHWI 3Ty HHPOPMALIKIO, TIoMNaa JI1
OHA B IIOUCKOBBIE CHCTEMBI U COXPAaHWJIACH JIX OHA, a IJIABHOE: YTO MOJYMAIOT O TeOe OKpYKaroliee
JIFOAM, KOTOpBIE HAWAYT U YBUAAT 3T0. HaiiTu nHpopMaIio MHOTO JIET CIIYCTSI CMOKET J1F000i — Kak
13 100pBIX MOOYXK/IEHUH, TaK U C HAMEPEHUEM MTPUUYUHUTH BpeJ. DTO MOKET ObITh KTO YTOIHO.

OcCHOBHBIE COBETHI 110 3aLIUTE HU(POBON peImyTaliu:

1. Tlomymaii, mpexae 4eM 4YTO-TO NMyOJMKOBAaTh M IepelraBaTh y ceOs B Ojore wiu B
COILIMAJILHOM CEeTH;

2. B nactpoiikax npoduis ycTaHOBUM OTpaHMYEHHs Ha MPOCMOTP TBOETO MPOQHIS U €ro
COAEPKUMOT 0, CIIeJIald €r0 TOJIBKO «JIJIs IPY3€eii»;

3. He pa3memaii u He yka3biBail HHPOPMALIUIO, KOTOPasi MOKET KOr0-I100 OCKOPOIATh HITH
00MXKaTh.

Aemopckoe npago

CoBpeMeHHbIE IIKOJIbHUKU— aKTHBHBIE MOJB30BaTENH LU(poBOro mpocrpancrsa. OmHako
Jaieko He BCE 3HAIOT, YTO TOJIb30BAaHHE MHOTHMH BO3MOXKHOCTAMHU LU(GPOBOro Mupa TpeOyeT
coOJI0ICHHS TTPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMHUH «UHTENJIEKTyalbHasi COOCTBEHHOCTH» OTHOCHUTCSI K PAa3JIMYHBIM TBOPECHHSIM
YeJI0BEYECKOr0 yMa, HauMHasi C HOBBIX M300pETEHHI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha
MPOJYKTHI U YCIYTH , U 3aKaH4YMBasi KHUraMu, GororpadusiMu, KHWHOPUIbMaMU U MY3bIKQJIbHBIMU
IIPOU3BEICHUSMHU.

ABTOpCKHE TpaBa — 3TO MpaBa Ha MHTEIUIEKTYaJIbHYIO COOCTBEHHOCTh Ha NPOW3BEICHHS
HayKH, JINTEPaTypbl U MUCKycCcTBAa. ABTOPCKHE ITpaBa BBICTYNAIOT B Ka4€CTBE IapaHTUU TOTO, 4TO
MHTEJUICKTYaJIbHBII/TBOPUECKUH TpyX aBTOpa HE OyIeT HalpacHbIM, JacT €My CIpaBeJIUBbIC
BO3MOYKHOCTH 3apa0oTaTh Ha pe3yibTaTaXx CBOEro TpyJa, MOJYYHUTh M3BECTHOCTh U IPU3HAHUE.
HuxTo 6e3 pa3pemieHus aBTopa HE MOXKET BOCIPOU3BOAUTH €r0 MPOHM3BEACHUE, PACIIPOCTPAHSITD,
nyOoJIMYHO JI€MOHCTPUPOBaTh, NPOJaBaTh, HUMIOPTUPOBaTh, IIyCKaTh B MPOKAT, MyOJINYHO
UCTIOJHATD, IOKA3bIBATH/UCTIOIHATD B dHpe WM pazmemmats B IHTepHeTe.

Hcnons3oBanne «(IIHAPATCKOTO» MNPOrpaMMHOI0 00€eCICUCHHS MOXKET MMPUBECTH K MHOI'UM
pucCckaMm: OT IHOTCPHU HAAHHBIX K TBOHM A4dKKAayHTaM [0 6J'IOKI/IpOBKI/I TBOCTO YCTpOﬁCTBa, rac
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YCTaHOBJICHHBIN He JerajbHas mporpamma. He cTouT Takxke 3a0bIBaTh, UTO CYIIECTBYET JeTajJbHble
1 OecIuiaTHBIC IPOTPaMMBI, KOTOPBIE MOKHO HAWTH B CETH.

O nopmazre

CeteBHUOK.p¢ — TBOHU TIABHBII COBETYHK B CETH. 37€Ch Thl MOXKEIIIb Y3HATh O O€30ITaCHOCTH B CETH
MOHSATHBIM M JJOCTYITHBIM SI3bIKOM, @ IIPU BOZHUKHOBEHUH KPUTHUECKOM CUTYyaI[MM 0OpaTUThCS 3a
COBETOM. A TaKXe MPHUHATh Y4aCTHE B KOHKYpCaxX U CTaTh CAMBbIM IIU(PPOBBIM IPaXKIaHUHOM !
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